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ABSTRACT:

An Internet of Things-based security system and OpenCV technology have been developed to improve the efficiency
and ease of monitoring video footage from CCTV. The face detection process is carried out using the Haar Cascade
method, while facial recognition is carried out using the Local Binary Pattern Histogram algorithm. The test results
show that light intensity has a significant influence on system accuracy, but this system provides convenience in
monitoring CCTV video in real-time through a webserver and improves security, especially in rooms by utilizing
Internet of Things technology. The current facial recognition success rate is 72%. Therefore, for the subsequent
development of the system, it is recommended to increase the success rate of facial recognition and also implement the
File Transfer Protocol to ensure better and better system performance.
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1. INTRODUCTION

Along with the times and the development of
technology, the need for fast information is needed in
various sectors of life, especially in the aspect of
security. Personal safety and the surrounding
environment are everyone's desire. One type of crime
that often occurs is the theft of goods, especially in
rooms that are easily accessible by many people such as
the campus library, Dean's Room, PUSTIKOM, and off
campus such as PT. Handa Teknik. These rooms have
the same characteristics, which are equipped with CCTV
cameras to monitor and maintain room security.
However, monitoring through CCTV camera video
recordings often creates great difficulties and effort,
because you have to watch videos manually and update
non-essential parts to find the information needed.

The Mini Office Lab Room contains valuable items
such as electronic goods and others that require security
protection. Therefore, we need a security system that can
overcome this problem. This becomes the basis for
research that will discuss the development of security
systems. Even though there are many existing room
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security systems, a system capable of providing real-
time data information and sending it to a database server
through the support of an internet connection to record
the faces of people who enter the room and play CCTV
camera video recordings without having to watch videos
manually, is still very difficult.

The purpose of doing this research is to build a
security system in a room by developing how a mini
computer operating system works using a Raspberry Pi
3B on the hardware used and WebCam as a camera
function in identifying every face that enters the room.
Researchers will use a webcam camera that will be
placed in front of the entrance. Closed Circuit Television
(CCTV) IP cameras will be used as a video recording
device which will record video for 24 hours.

The method to be used in this study is the Haar
Cascade classification method in the face detection
process and template matching using the Local Binary
Pattern Histogram (LBPH) algorithm in the human face
recognition process. Where this research will support the
concept of the Internet of Things (I0T) so that data read
by the Raspberry Pi can be connected to a web server
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and stored in a MySQL database to read monitoring data
in real time (short time).

Based on the background described above, the
authors chose the title "Room Security System with
Facial Recognition Using the Internet of Things-Based
Local Binary Pattern Histogram Algorithm (Case Study:
Mini Office Lab Room)".

2. RELATED WORKS

The system is a collection of elements in the form of
data, a network of interconnected procedures, human
resources, technology, both hardware and software that
interact with each other as one unit to achieve the same
specific goals/objectives[1]. Etymologically, security
comes from the Latin, namely securus (se and cura)
which means freedom from danger and freedom from
fear [2]. Face Recognition is a method in technology
with the process of recognizing faces that are applied to
existing technology [3].

The Local Binary Pattern (LBP) algorithm was
introduced by Ojala in 1996, where the basic concept of
LBP is to infer the local structure of an image by
comparing each pixel with the surrounding pixels [4].
The histogram is a method of adjusting the contrast of
facial images. The histogram value is obtained by
averaging the spread of pixel values in each image so as
to improve the overall contrast [5]. Internet of Things is
a structure that provides a limited identity object with the
ability to move data or information through a network
without requiring a two-way relationship between
human to human (source to destination) or human to
computer interaction[6].

3. SYSTEM ARCHITECTURE DESIGN

At the system architecture design stage, it is
proposed to create a security system that initially only is
relied on CCTV cameras to become the "Internet of
Things" by using a webserver as a data storage and
receiving data sent according to data requests

S

m
i

Fig. 1. System Architecture Design.

Someone accesses a room and approaches the
WebCam camera that has been installed in the room.
This WebCam camera will capture the appearance of the
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person's face which has or has not been previously
registered on the Raspberry PI. Raspberry will perform
face detection using the Python programming language
and the Haar Cascade method. This method will look for
unique features such as eyes, nose, and other areas of the
human face. After the face is detected, Raspberry will
perform facial recognition using a template matching
method called Local Binary Patterns (LBPH). LBPH
will compare registered or unregistered face data with
existing training data. Recognized faces will be recorded
and sent by Raspberry Pl using the Message Queue
Telemetry Transport protocol called publisher.

Publisher sends messages containing data consisting
of id, name, NIM, and time through a Transmission
Control Protocol or Internet Protocol network using a
router. Messages received by the webserver database are
referred to as data collections. Data processing is carried
out using the PHP programming language, because the
data is still raw and requires processing. Data processing
performs filtering of data that is considered the same
based on name and time. The webserver acts as a broker
and processes the data received from the publisher.
Processed data is stored in the webserver database, by
separating data collection and data processing.

The admin requests data that has been processed on
the webserver via a laptop or smartphone to be displayed
in a browser such as Google Chrome. Data requests
made by the admin are called subscribers. A laptop or
smartphone displays the requested data, which is called
data visualization. Data visualization can be in the form
of graphics and text containing information on the time
the face was detected and the identity of the name of the
face being detected. Video recordings from CCTV are
received using the iSpy Video Management System
software according to the time requested by the admin.
Information containing data that has been processed is
compared with the results of video recordings from IP
CCTV cameras.

The admin takes action by clicking on the time and
name, so the video playback application will play the
video according to the time chosen by the admin. This
allows the admin not requiring to watch the CCTV
footage as a whole, but only to choose to see at a certain
time which is processed from the data.

3.1. Face Recognition Architecture Design

In the early stages of the facial recognition process
on the system, he program will run the webcam to
capture the user's facial image, then save it as an image
in a dataset with face ID based on the ID entered by the
user. The next stage is to carry out the training process
so that the system can recognize the user's face based on
that ID. The training output from the dataset is saved as
a .yml file. Then, the system performs real-time facial
recognition using the Haar feature. The system will
compare the Haar feature in the program with the facial
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object detected by the camera. After that, the system will
make predictions by reading the training results from the
.yml file and determining which user faces are detected.
If the detected face is the user's face, the name, age, and
gender will be written on the image display according to
the recognized face
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Fig. 2. Face Recognition Architecture Design.

3.2. Test Parameters

Parameter testing will be carried out to be able to
display the system with the intention of finding errors in
a system, before the system is given to users. Testing this
system is necessary to determine the level of accuracy of
the system being designed.

Table 1. Test Parameters
NO System Testing

1 Face Detection with four faces
simultaneously

2 Face recognition with one person

3 Face recognition using physical photos

4 Face recognition at a distance of one meter

5 Face recognition using images in the
confusion

4, SIMULATION AND RESULTS
4.1. Implementation of the Haar Cascade Method
in Registration

At this stage, the user must register by entering ID,
name, age, and gender for the image label. After
registering in text form, the system will then open the
webcam camera to perform face detection using the Haar
Cascade method. This process involves taking different
facial positions, such as facing forward, right, left, up
and down. like in the picture below.

Vol. 17, No. 2, June 2023

‘ .
Fig. 3. Retrieval of Datasets using the Haar Cascade
Method

After inputting data in the form of text and retrieving
data in the form of images, the results of inputting text
data will be stored in the SQLite database and the
resulting data will be stored in the "dataset™ folder and
training will be carried out on text data and image data.
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Fig. 4. Data Storage Results of Text Data Input and
Image Data Retrieval.

4.2. Implementation of the Local Binary Pattern
Histogram (LBPH) Algorithm

After carrying out the registration stage and the data
training stage, facial recognition is then carried out using
the local binary pattern histogram algorithm. LBP breaks
the face into cells and measures the intensity of the
pixels in each cell. This intensity is then converted to a
binary value and compared with the neighboring pixel
intensities. The results of this comparison are then
collected into a histogram that describes the unique
features of the face. LBPH also measures the euclidean
distance between the histograms of the faces to be
recognized and the histograms of the faces in the
database. If the distance between the two histograms is
small enough, then the faces are said to be the same and
the face recognition process is complete
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Fig. 5. Implementation of the Local Binary Pattern
Histogram Algorithm.

4.3. Testing the Facial Recognition System Using
Photos

Testing using photos is done using an external
WebCam. The aim is to determine the success of the
system in detecting faces in photos.

Fig. 6. Testing the Facial Recognition System using
Photos.

4.4. Recording Face Recognition Results to MySq|l
Database

After testing the facial recognition system, data
recording of facial recognition results will be carried out
using the Internet of Things concept. Faces that are
detected using the Haar cascade method and recognized
using a local binary pattern algorithm that uses the
python programming language will save the facial
recognition data to the MySql database by requesting
PHP code in the python programming. The PHP code
will store facial recognition data into the person table.

Fig. 7. Recording Face Recognition results to MySql
Database.
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4.5. Testing in the Mini Office Lab

Testing in the mini office lab is carried out using an
external WebCam which aims to determine the success
of the system in detecting faces in real conditions. The
trials are carried out by entering one, two, or three faces
into the room with various movements and are limited
by lighting conditions that affect the success rate of the
system

Table 2. Test Results in the Mini Office Lab.

Expected results Test results Suatus

1 Unknoun Uzknowa Secceed
2 Hardia Hardia Socceed
3 Jozhn Jocuthan Sooceed
4 Desma Destea Succeed

Uninows, Hardla eathan. Hardita ukd
Usknowa, Josathen | Unkrown Jossiban | Socceed
I oz, Desma | Vnisown Desza | Usloosn, Desma | Socceed
38 | Two Pesssonc Handika, Jooathon Hardka Jonaftae | Hasdile, Joosha | Soccesd
o Two Pessser: Handila, Desma Bandikz. De nicaon, No
10 Two Perssorc fomathan, Desma Desgsz. Jomuthen | Unkmown. Jomsthar
Theee Persson: Desa, Joasthae, Hardla | Diesira, Jonsthan, Desama, Joruthen

Hardia Hardda
o | Theee Persson: Des, Handia, Famisa Hardlkz, Unkzown. | Jomathen Buedik
- Desm hsea
,  Theee Persson: Desma, Joauthae, Famisa Desoea, Joashm, Desasa, Jocuathen, B
3 y 2 Succeed
Urineun Uzinows
Theee Perssoa: Hurdiks Joouhae Famiss | fardds Jossdhan Hardlka Joashas,
7 Saco
: Uninonn Ualnowa ——

In the table above, the system has been tested four
times, consisting of one face test, two face tests, and
three face tests. The results obtained from the above test
are 9 faces that are detected correctly and 5 faces that are
detected with incorrect recognition. Then the percentage
of system success can be calculated as follows:

Success = 1—2 X 100% = 72%
Error = 1“—4 X 100% = 28%

4.6. Webserver Monitoring Results

The results of web monitoring show the process of
data sent to the web, where the data is the result of the
user's face detection. Web monitoring is made using php
programming commands.

Fig. 7. Webserver Dashboard Page Display and
CCTV Video Playback.
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The first picture above is a dashboard page web
display that displays data in the form of a line chart
visualization data. The line chart on the dashboard page
displays the percentage or total number of faces that are
detected and recognized from the results of processing
data. Line charts consist of daily, monthly, weekly, to
yearly data which previously have been set by default to
display daily, weekly, monthly to yearly data. Then the
second picture above shows the appearance of the CCTV
video playback web page and matching data contained
in the webserver database. The admin takes action by
clicking on the time or name in the arrival prediction
data table. After clicking, the web will start playing the
CCTV video recording which goes directly to the time
previously chosen by the admin.

5. CONCLUSION

The room monitoring system using loT and OpenCV
functions properly after testing. Using the Python
programming language and the OpenCV library, as well
as the face recognition method, the system has a success
rate of 72% and an error rate of 28%. This system is
connected to a webserver and makes it easy for users to
monitor real-time CCTV video and monitor room
security. This system provides better and more efficient
security by utilizing 10T technology.
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